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Data Shaping in the Cultural Simulation Modeler (CSM)
For Multiple Models

Integrated Behavioral Assessment Capability (IBAC) Phase 1

1.0 Summary

The Integrated Behavioral Assessment Capability research initiative was designed to
provide an integrated system that would aid the analysts and subject matter experts who
are called upon to perform assessments of situations and scenarios relevant to matters of
security now and in the future. The design took into account the need for an integrated
set of components: (1) a web browser-based user interface that provided templates to
facilitate analysts in gathering assessment related data; (2) a database that was prepared
to respond to system users in remote locations using the interface; (3) analysts who
created queries to the system and then created the assessments; and (4) a utility that
integrated multiple assessments on the situation or scenario of interest for presentation to

a decision maker.

The work performed in this phase of the initiative took the first steps in creating this
capability. A user interface was designed and tested, and the database was prepared for
optimum response to the system user. This was accomplished by mirroring the template
in use, and then performing an expansion of the template queries to extract a wide variety
of relevant information from the database quickly. An application programming interface

to the database was successfully deployed to connect the user interface to the database.

IndaSea Inc. performed the database services and specified the application programming
interface utilizing the Cultural Simulation Modeler software application. Oak Ridge
National Laboratory provided the user interface, now known as the Universal Analyst
Interface. The Naval Research Laboratory contributed technical oversight, research and
testing. Three Subject Matter Experts contributed content for the scenario chosen and

interface testing. They were Alenka Brown-Van Hoozer., the project Principal
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Investigator at the Defense Threat Reduction Agency, Helen Purkitt, at the U.S. Naval
Academy, and Jerold Post, at George Washington University.

To prepare the database, IndaSea customized interfaces in the Cultural Simulation
Modeler software application, in order to provide administration tools geared toward
providing support for the templates in the Universal Analyst Interface. After creating the
Cultural Simulation Modeler Query Application Programming Interface, which enabled
system users to query the database from remote, IndaSea performed in-house tests.
These tests simulated remote users querying against an existing database of 380,000 news

articles.

The entities involved collaborated on the design and development of the integrated
system. The Oak Ridge National Laboratory implementation of the Universal Analyst
Interface was tested against the Cultural Simulation Modeler database as the project
progressed. A successful demonstration of capability was held on June 29, 2007, that
included multiple remote users accessing the integrated system remotely. Prior to the
close of the first phase, plans and work specifications were made for the Integrated
Behavioral Assessment Capability Phase II, which will expand on the work of Phase I,

and include the assessment creation process and an assessment integration module.

Looking ahead to follow-on phases, and based on the Phase I experience, IndaSea has
made certain recommendations for the future. First, design consideration should be given
that makes clear the extent to which templates can be formed dynamically in response to
the user’s need, and examines ways to accomplish this. Second, as the integrated system
is utilized by analysts and Subject Matter Experts, a body of rich user history will be
accumulated that forms a collaborative knowledge base regarding the approach to making
an assessment. Ways to leverage this accumulated user history should be examined.
Finally, as new templates containing the Essential Elements of Information proliferate

over time, an administration system for the templates themselves should be anticipated.
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2.0 Introduction

The Integrated Behavioral Assessment Capability (IBAC) was conceived as a multi-year
technology project to build an integrated software platform to fulfill two key aims. One
aim was to service analysts and Subject Matter Experts (SMEs), by providing tools to
help their research and data acquisition efforts. The approach was to provide a
customized, web browser-based User Interface (UI) that delivered templates to their
desktop. The templates would organize questions and queries regarding a scenario of
interest, and enable more successful database queries. The second aim was to achieve a
significant improvement in the accessibility of expert advice for the decision maker. The
approach for the latter was to build a tool to integrate multiple assessments that had been
written by a variety of analysts concerning a situation or scenario of interest, thereby
enabling aggregation and consolidation of concurrent or dissenting views. The concept
put forth by the Defense Threat Reduction Agency (DTRA) was to build an integrated
software platform that hooked together three main components: a specialized user
interface (UI), a database prepared to aggregate and disseminate information to the UI,

and a software application module that would integrate the assessments.

The first year of the project, IBAC Phase I, was executed by a diverse group including
individuals and government and commercial entities. Oak Ridge National Laboratory
(ORNL) was called to leverage their Rapid Human Assessment Information Systems

(RHALIS) interface (see http://www.ioc.ornl.gov/overviews.shtml for information about

RHAIS) toward the development of a customized user interface called the Universal
Analyst Interface (UAI). Core to the design of the UAI was the intention to provide
scenario templates, which would help the analysts by suggesting and semi-automating the
structure of questions sent to the database, and by providing a consistent approach to
gathering the data. The Naval Research Laboratory (NRL) involvement provided
research, evaluative and oversight and testing functions for Phase I and helped prepare
for Phase Il development of the assessment integration module. SMEs in Phase 1
directed their expertise toward naming an example scenario, recommending content for

the scenario template, and testing the IBAC platform.
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IndaSea was called upon to leverage the Cultural Simulation Modeler (CSM) software
application, toward providing the back end database and data shaping functions needed to
support the UAI. The CSM is a software system incorporating a series of functions that
enable:
e Assimilation of global media and other available text data, and analysis of
relationships found in the data
e Formulation of cultural constructs that explain the cultural points of view (POV)
of the various stakeholders in a situation, as well as the POV of the analysts
looking at the data
e Utilization of the cultural constructs in the CSM database as a means to filter
global media feeds and extract data that is germane to understanding the behavior
and the POVs of the stakeholders in a given situation or scenario.
e Processing and visualization of correlations, trends, and other relationships found
in the data.
e Preservation of a collaborative knowledge repository to aid in assessment and

anticipation.

The CSM used an example database on Indonesia, comprised of about 380,000 news
articles that appeared in global media in the years 1999-2006. The articles were all open
source information and were obtained in part through an agreement between Factiva Dow
Jones and the NRL for this project, and in part collected by IndaSea from the Open
Source Center database and a variety of other internet sources. The total CSM Indonesia

database was utilized for Phase I.

The following report describes the research performed by IndaSea in applying the tools
of the CSM toward achievement of the objectives of IBAC Phase I. The emphasis for
IndaSea in Phase I was on utilization of the news processing and information delivery
capability of the application. It is anticipated that additional functionality of the CSM

will be utilized as the project moves forward into Phase II.
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3.0 Research Objectives

The main IBAC Phase I objectives were to design, implement, demonstrate, and test an
integrated UAI-CSM software platform that would service SMEs and analysts in
gathering and organizing data. It was assumed that the SMEs who would use the IBAC

platform were to be in different remote locations.

IndaSea-specific research objectives, in support of the main research objectives cited
above, were:

e To design and specify an application programming interface (API) that
would enable remote users to send queries to the CSM database through
the UAI, and would enable the return of data to the UAI. This API is now
known as the CSM Query API.

e To support ORNL’s implementation of the CSM Query API in the UAI

¢ To maintain the data environment for Phase I.

e To import a scenario template structure into the CSM, in order to prepare
the CSM to receive template formatted questions and queries.

e To expand the template queries, run the queries, and deliver article returns

back to the UAI.
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4.0 Methods and Procedures

A planning phase for IBAC had been completed prior to starting Phase I work. During
the planning phase, the project participants met, presented and demonstrated their
previous relevant work, and discussed its applicability to the IBAC project. The overall
design for a multi-year implementation of the IBAC platform was discussed. The
deliverables required for all parties involved were coordinated for IBAC Phase I. A
separate report on this planning phase is included with this report as Appendix A: IBAC
Planning Phase Report. A diagram of the projected integrated platform is included.

4.1. Overview of the Design for the Integrated Architecture for Phase 1

Realization of a simplified version of the integrated architecture was presented as the

goal of Phase I.

Figure 1. An Overview of IBAC Phase I Architecture

Figure 1 below shows a simple block diagram of the IBAC Phase I integrated architecture
to be realized. System users 1, 2 and 3 are SMEs, who are expected to log in from three
separate remote locations. The IndaSea facility in Hawaii houses the IBAC server, which
is operated and updated by ORNL personnel. The CSM Query API specifies
communication between the UAI and the CSM, which is also running at the IndaSea
facility. The CSM supports the template questions, query expansion and returns articles
back to the user of UAL

IBAC UAI server,
running at the
IndaSea facility,
operated with
code maintained
by ORNL.

CSM Query API
Figure 1.
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4.2 Overview of the Approach

The ensuing work process necessitated coordination and cooperation between IndaSea
and ORNL personnel, as there were many mutual dependencies inherent in the project.
An iterative process of software testing, debugging and refining features of the integrated
system was the operational mode. IndaSea maintained the CSM and IBAC UALI servers
up and running 90% of the time during period of performance to accommodate testing the
integrated function of UAI and CSM applications. The testing increased as the project

progressed and the interface became more functional.

To accommodate extensive diagnosis and debugging processes, a system monitor was
implemented in the CSM that would track and print user log files of all incoming UAI
traffic on the CSM.

Figure 2. Monitoring communication in the CSM Command API

Figure 2 below depicts the monitor, called the CSM Command API, which is shown
running as article returns are sent back to the user. The CSM Command API captures all
CSM services called for by system users, records UAI user login times, the user names,
and the articles sent back to the UAI browser. Any technical errors occurring during the

test can also be referenced in the CSM Command API log file.
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Figure 2.

4.3 The Scenario Template

An example scenario had been selected during the planning phase, in order to have a
content focus for Phase I. Indonesia was chosen as the location of the example scenario
to coordinate with the CSM Indonesia database that was available for project use. The
scenario read “How do Islamist groups such as Jemaah Islamiyah affect the Indonesia
government, Indonesian President Yudhoyono and Vice President Kalla?” The three
SMEs working on IBAC, Alenka Brown-Van Hoozer, the DTRA Principal Investigator
(PI), Helen Purkitt, at the U.S. Naval Academy, and Jerold Post, at George Washington

University were consulted during the selection process.
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A set of questions about the scenario developed by the SMEs, then formed the initial
content basis of the template. IndaSea suggested a columnar design for the template.
Appendix B: Formatted Template Questions, provided with this report, contains the
complete set of template questions, formatted by IndaSea in columns and sent to ORNL
to create the template. For ready understanding, Tablel below shows a sample of three

template questions in columnar format.

Table 1. Example of the Columnar Template

Key Value Key Value Key Value
Country  Indonesia Institution | Government Conflict | Religious
Country ' Indonesia Group Islamist Jihad Anti-Western
Country | Indonesia Group Jemaah Islamiyah (JI) Mission | Islamic State

The designed called for the user to check an item or items in each column on the
template. The next column with more selections was revealed after each check. The

collection of items checked by the user formed a question about the scenario.

The user’s question was then transmitted by the UAI to the CSM, to query the Indonesian
news database. However, querying a news database for the exact words used to create a
question will not always yield sufficient, if any, returns. This occurs because word usage
can vary from source to source. Therefore, query expansion is needed to create variations
on the words included in the template question. IndaSea’s approach to managing query
expansion was to install a template administration interface that organized the query list

to respond to the template structure.

Figure 3. The Template Admin

The set of template questions was imported into the CSM. Signals were attached to each

template question using the Template Admin. Figure 3 depicts the Template Admin. At
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the top is a word navigator, shown as a directed graph, for the template questions. Below
each question (shown in the figure preceded by a pencil icon) is the attached signal
(shown preceded by the magnifying glass icon). Vertical blue bars denote activity in the
signal on a given day in the given date range shown at the bottom of the interface. The

date range is adjustable.

o JI and Islamist influence on Indonesian Government and its leaders Edit Admin Tags Tag For
(4

Filter Links

faah-Islamiyah s
Group >
Ifidonesia g

Jemaah Islamiyah 4
y Lo e Country o Indonesia o Group o Jemaah Islamivah o Mission o [slamic State
(4% o Indohesia Jend Migsion of famie State | v | Ao § s 3

& o sCountry olindonesia o Group e Jemash Islamiyah o Mission e Sharie
Q;q( o Indonesia Jb-and Mission of Sharia

/. o o Country olindonesia «+Group o Jemaah Islamiyah o Mission -« Proselytzing

{4 ‘o Indoriesid JPMission of Prosdiizing " | i e

_/. s o Country oiIndonesia o Group oJemaah Islamiyah o Mission o Recruitment
(3 o Indeflesid H-Mission lof Recditment B i Ase i & g 1w ™ &3

,," o o Country o Indonesia o Group o« Jemaah Islamiyah o Education o Religious
@i » Indonesia J-and Peligious Eduication

F e Country o lIndonesia o Group o Jemaeh Islamiyah o Power o Political
(44 o Indonesia Jb-and Political Pover a s i

> 4
. e Dec 1 2005 - Sep 1 2006 ‘
@ec2005-Sep2006 . -
® 200%- 2007
Visualize

Figure 3.

Once the signals were created, the query was expanded using the Add Query interface in
the CSM. Words in the queries were typically run with proximity settings to improve
accuracy of the returns. The proximity settings are adjustable. Roughly 50-100 queries
were built for each question. CSM tools automatically generated the queries after the
expansion terms were specified by a CSM operator. During this process, tests are run to

establish the effectiveness of the query set that forms the signal for each question.
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As an alternate method for the selection of expansion terms, lists of synonyms and
variations retained in the CSM can substitute for the human entry of terms in the Add
Query interface. This implementation in the CSM requires routing of an incoming
template question sent by the UAI to synonyms, variation lists, and/or culturally
specialized terms. These word lists would optimally be customized and tested in advance
by human operators against various news sources, which may have cultural differences in
word usage. A machine generated list of expansion terms can then be used to form the
expanded queries, rather than a human generated list of expansion terms. Implementation
of this alternate method is a step toward full automation and requires extensive building
of word lists prior to deployment. As such, both the human and hardware resources
needed to deploy this more fully automated query expansion method were out of the

scope of the IBAC Phase I project.

Figure 4. The Add Query Interface Used for Query Expansion

The Add Query interface for Query Expansion is depicted below in Figure 4. The name
of the signal, Indonesian Islamist Group Against Democracy, is shown at the top. Query
expansion terms are entered by the human operator, with default proximity settings
appearing that can be edited if desired. The queries are then automatically generated. The
CSM immediately starts delivering returns. The queries were running at the time this
image was captured. An article returned from Guardian International Pages is shown as a
return for the second query expansion. Transparency is retained when the returns are sent

back to the UAI, so that the UAI user can see which expanded query returned an article.
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Figure 4.

The CSM operator periodically performed a check to verify the accuracy of the article
returns. The Signal interface is used for this purpose.

Figure 5. Signal Interface Display of Returns by Day

The Signal interface is depicted in Figure 5. In the figure, the signal title, Indonesia JI
Mission of Recruitment, is displayed in the top line. Below the title is an adjustable date
range selector. Listed are the particular phrases in the article, called Why Actives or
stripings, in which the query has been found. The article stripings are listed by date. A
waveform of the signal is displayed, showing the level of day by day activity in the set of
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article stripings returned. The waveform is useful for various analysis and diagnostic
functions in the CSM application.
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4.4 The CSM Query API

The CSM Query API was written, implemented and tested for the IBAC project. The
CSM and the CSM Query API utilize the Java programming language. An
implementation example of the CSM Query API was provided to ORNL. IndaSea’s
preferred implementation is the implicit invocation style of software architecture, due to
its flexibility to adapt to changing requirements. Benjamin Edwards explains the implicit
invocation style in his article “An Introduction to Implicit Invocation Architectures'.”
Due to the proprietary nature of software code, IndaSea was not privy to the actual
implementation methods of ORNL applied to the UAL. The CSM Query API is provided
as Appendix C.1: CSM Query API to this report. The implementation example is
provided as Appendix C.2: Example-TestCSMCommandAPI java.

ii.com/resources/intro_to_implicit_invocation.pdf . For a comparative discussion of software architectural
styles, including the implicit invocation style, see Garlan, David and Shaw, Mary, “An Introduction to
Software Architecture,” URL:
http://www.cs.cmu.eduw/afs/cs/project/able/ftp/intro_softarch/intro_softarch.pdf, January, 1994.
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5.0 Results

The results described pertain only to IndaSea’s perspective on those related to the
Cultural Simulation Modeler performance as a key working component of the integrated
IBAC system, differentiated from UAI related results, which are not the subject of this
report.

Communication was established between the UAI and the CSM. IndaSea created and ran
a test unit, comprised of computer code that utilized the same CSM Query API that was
provided to ORNL. Simulating access by remote users, IndaSea ran the test unit and
tabulated the number of possible returns from the example Indonesia database for each
separate query expansion. This activity was performed in order to:
o verify the usability of the CSM Query API
o verify the consistency of response from the database through CSM Query API
e establish a baseline for the number of returns to be expected for each query that
was available, so that comparisons could be made to the returns available through
the UAI
The test unit was provided to ORNL for their use. The test unit, entitled CSM Template
Test, along with a README file, accompany this report as Appendix D.1: CSM Template
Test README, and Appendix D.2: CSM Template Test. The results of IndaSea’s test of
each separate query expansion are provided as well in Appendix E: Query Expansion EEI

Template Log.

At a demonstration held on June 29, 2007, three remote users accessed the system
simultaneously and utilized the UAI to enter various questions. The users selected
template questions to send to the database, as well as uniquely conceived free form
queries that were entered in separate locations on the interface form provided for this
purpose. At times the users consciously attempted to stress the system, for example by
entering queries for which a large volume of returns were expected. IndaSea personnel
verbally reported the live user activity visible on the CSM Command API screen, and the

CSM returned results to the three users successfully throughout the demonstration.
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6.0 Concluding Remarks

The use of templates was a key part of the client-specified design scheme from the onset
of the planning phase for the project. One of the original goals for the IBAC project was
to instantiate Essential Elements of Information (EEI) into templates. The system user
would then access the template or templates that were appropriate for the particular
scenario under study. At the basic level this worked well. There were not many
templates for Phase I and a simple list of available templates proved adequate for
navigation. The user was able to read the list and make a selection from this template
menu. It was observed that ease of selection could become more difficult in the future as
the number of templates grows. Users may not always be able to discern from template

titles which are relevant to their research.

This observation is related to discussions on the various types of analysts who are the
intended users of IBAC, and the fact that analysts at different levels of expertise have
different skills, needs and methods. A skilled analyst familiar with the assessment
subject material, for example, could find it easy to navigate a simple template selection
menu presented in list form and find what is needed. Moreover, in regard to the more
experienced and skilled analyst, one opinion was voiced in the course of the project that
an SME or expert analyst would find templates too restrictive as a canned or fixed
element in their research proce;s. This view implied that a system geared to assist
analysts should be open and completely dynamic. It is IndaSea’s perspective that there
are advantages to an open system and there are advantages to a template system that does

impose some formats and forms.

While an open system provides the user more freedom to wander about looking for
particular items, it requires a higher degree of understanding about the particular
databases being accessed and perhaps a higher degree of familiarity with the analyst’s
eventual assessment objectives. Less experienced analysts that have yet to establish their
own methodology for completing different types of assessments may prefer the templates

to get started, as these provide a knowledge base to help in approaching problems. This
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outlook is in keeping with the project design goals of providing novice analysts guidance

within the interface.

IndaSea looks upon the templates, and the possibilities to elaborate and build upon the
template concept, as an opportunity to provide the system user both with a better
understanding of how words appear in the press and more transparency to the information
gathering process. An example of why this is important becomes easy to find when one
considers the very common occurrence of words meaning different things to different
cultures, and the commonly known fact that certain news sources also use very particular
phrasing in order to speak about certain topics. For instance, during IndaSea’s data
acquisition efforts in 2006, it was noticed that the Open Source Center, a popular
translated archive of global news available for government use, had an apparent
translation rule so that the word madrassa, which is an Islamic religious school and
appears frequently in global media sources as well as cultural texts, did not appear in
news articles translated to English. Instead, the word seminary was the translation used

to mean a religious school.

It was not readily apparent to the user that this was the case and it could take some time
for each user to discover the translation conventions in use by a particular source.
However, from an IBAC system perspective, if template organization is accompanied by
monitoring tools to learn not only which template questions are frequently chosen, but
also which related articles the users found helpful, then observations regarding the
aggregated interaction across the entire set of users could prove very valuable. This
aggregation of data would lead to system improvement, such as more inclusive query
expansion. For example, the term seminary would be entered in the system as a preferred
expansion of madrassa, if a set of users had marked articles mentioning seminary as
valuable for answering the EEI question. The adaptation of the improved query
expansion set to the news sources in the system would then facilitate data access with
increased accuracy. Observations such as this one may be more easily made where

templates have been used, because the common content focus across spectrum of users is
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consistent and discernable, and ways to automate improvement of components such as

word variation lists can be envisioned.

IndaSea supported use of the simple templates for Phase I, and would anticipate a more
complex data structure to add features, such as discussed above, to the system. The data
structure provided by a template is fixed, but at the same time the data structure can be
the implementation point for support features including collaboration in the context of
specific EEIs, and the building of a knowledge base through system use over time. The
importance of implementing a flexible data structure that can support a wide variety of

anticipated uses has been a major design consideration of the CSM.

The EEIs in use to answer the Phase I scenario composed the available knowledge base
and influenced the content structure of the template. This group of EEIs together
provided a contextual understanding of the example scenario and a organized method to
gather scenario assessment information. As the project matured, the constraints of a fixed
template were felt and there was some effort to make them more flexible. This effort was
accompanied by discussion about the nature of a dynamic template. The implication is
that a dynamic template is a more robust structure that needs definition in order to be
implemented. While the project did successfully implement the inclusion of a free form
query within the template structure, an even more robust structure to support the free
form interaction of novices, as well as advanced users, would be highly desirable. For
example, it may be possible to design a way to dynamically form new templates in
response to entering a new scenario description with the help of system observations
about past user behavior. The potential for a robust, behind the scenes structure to
facilitate other knowledge enhancement techniques is possible. These advancements

would then be consistent with the original, stated goals of the IBAC project.
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7.0 Recommendations

The design of IBAC calls for a multi-year project. The recommendations in this section

are for consideration not only in the near term Phase II, but in the longer term for Phases

III-IV. In the context of the information provided in the previous section, Concluding

Remarks, it is recommended that:

The history of system use by analysts and Subject Matter Experts be captured and
retained in the IBAC system to the largest extent possible. In general, ways to
leverage the end users’ collaborative knowledge base can now be designed. The
broadest possible leveraging of this information should be considered in the
design, even though the actual implementation in the system may trail the design
work considerably. The rationale is to prevent system shortfall under heavy use at
a future date. The path is to take advantage of mining the amalgamated user
history, in order to get more focused information to a large body of users in the

fastest way possible.

A data structure that anticipates the need to manage a growing body of EEIs
should be implemented in future IBAC phases. The data structure should enable a
more fully featured UAI interface that anticipates a dynamic template structure,
and a way to adapt rapidly to user requests after the integrated system is deployed
and feedback from analysts is obtained. The data structure could be comprised of
a collection of relational paths, as an addition, or possible replacement, to the
hierarchically organized data structure applied in the template in IBAC Phase I.
One way to represent the structure of relational paths is via a directed graph,
comprised of nodes that may be single words, template queries, template
questions, or entire templates, depending on the information navigation
requirements. The nodes could be connected by arrows between nodes. A simple
example of a relational path representation is depicted in this report as Figure 3:
The Template Admin. The hierarchically organized structure currently in use in
the UALI is typically represented as a data tree, and by its nature imposes

restrictions on the ability to navigate data quickly and intuitively. In this context,
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it should be noted that the coming generation of analysts will be more facile with

technology in general, and more accustomed to advanced interfaces.

e A Query and Template administrator, a skilled human operator, should be
included as part of a long term implementation plan, in order to enable a more
mature IBAC system to stay optimized and run efficiently. The administrator
functions would facilitate:

o Utilization of the accumulated use history, as contributed of a body of
SMEs and analysts who have entered free form queries, toward the
creation of new templates. These new templates could be organized
around topics of common interest, as observed in the data by the
administrator.

o Improvement of query expansion techniques through observation of the
rate of successful returns, as determined by monitoring which articles the
user selects, or by requesting the users provide data on the best articles.
This could be accomplished easily by the inclusion of a check box next to
every article returned in the UAIL

o Management of templates as they proliferate.
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Appendix A:
Data Shaping in the Cultural Simulation Modeler (CSM) for Multiple Models

Integrated Behavioral Assessment and Anticipation (IBAC) Planning Phase Report

IndaSea Inc. participation in the IBAC planning phase was sponsored under Air Force
Office of Scientific Research (AFOSR) contract #FA9550-06-C-0029, with the support
of Defense Threat Reduction Agency (DTRA) and the Naval Research Laboratory

(NRL).

Objectives:

The main objective of the planning phase was the creation of an integrated technology
design and an execution plan for subsequent research phases for IBAC. Since the
research was conceived as a cooperative effort among several entities, including
government agencies and commercial groups, an additional objective was to familiarize
all parties with the CSM software application and the Oak Ridge National Laboratory
(ORNL) RHALIS interface, in order to enable evaluation of appropriate use in the
integration project.

Overview:

The goal was to prepare for further research efforts. The research plan called for IndaSea
to extend data that had been aggregated and shaped in the CSM to Subject Matter Experts
(SMEs). The CSM data would have to be available remotely on the internet through a
new IBAC interface built by ORNL. The SMEs would use the data, their models, and
their expertise to write assessments. The NRL was to integrate the assessments prepared
by multiple SMEs to a final product.

The plan that was developed was consistent DTRA’s intial concept and included input
from IndaSea, NRL, and ORNL personnel. It called for a remote interface to be built by
ORNL that structured questions, or Essential Elements of Information (EElIs), about a
selected scenario. The collection of questions was to be held in a template. The SMEs
would provide their expertise to help structure the template questions.

The SMEs would then use the template, accessed via the IBAC interface to query the
CSM database containing roughly 500,000 news articles on Indonesia. It was determined
that Indasea would build an application programming interface (API) to the CSM to
enable query from remote locations, and would facilitate ORNL in its efforts to call to the
API from the IBAC interface.

Appendix A: IBAC Planning Phase Report 21



In the planning phase there were tasks and deliverables included that were subsequently
determined by DTRA to be beyond the scope of the Phase I effort. These tasks were to
be held in reserve to be executed in IBAC Phase II. The tasks were:

-Tailoring queries to the CSM that take into account the point of view (POV) and
contextual vocabulary of the SMEs

-Requiring the SMEs to provide assessments on the scenario

-Integrating and visualizing the collection of assessments that are created by the SMEs
in response to a given scenario. An assessment integration application was to be created
for this purpose, although the possibility of using the CSM with an isolated integration
control database was also explored in discussions with the NRL.

On the basis of this planning phase, IBAC Phase I commenced, with the main focus on
creating the template, and establishing integration and connectivity of the a new IBAC
interface to the CSM via a newly created CSM Query API.

Description of Work:

Initially, work consisted largely of information sharing efforts among the entities
involved concerning the architecture and status of both the CSM and the existing version
of the Rapid Human Assessment Information System (RHAIS), which was developed by
ORNL as a way to build templates to aid information collection and facilitate preparation
of threat assessments. The bulk of this discovery was done at a three day, exploratory
conference held at the NRL facility in September 2006 attended by three IndaSea
personnel.

A rough plan was devised collaboratively for integrating the technologies into an IBAC
platform. In accordance with the plan, the work needed for Phase I would be as follows
from IndaSea’s perspective:

e A Request for Information (RFI) would be generated regarding a scenario of
interest, and sent to SME’s. The SMEs would use the RHAIS (sometimes called
the IBAC interface) template to generate questions to the CSM Indonesia
database.

e The CSM Cultural Construct database would be prepared in advance, in order to
incorporate vocabulary and key terms used by SMEs. Examples of these terms
were to be found in reports and assessments created by the SMEs at an earlier
time and supplied to IndaSea. The purpose was to facilitate the expansion of
queries that took into account the SME’s point of view. The preparation was to
be done using document analysis tools already incorporated in the CSM. As
noted earlier, this work was later put on hold till Phase II.

e RHAIS would connect to the CSM Cultural Construct database through a CSM
Query API. Queries to the CSM database would be expanded, using dictionaries
in the CSM including SME vocabularies.

e Data from the CSM would be returned to the RHAIS interface using methods

specified in the CSM QueryAPI.
The SMEs would generate assessments.
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e These would be sent to an Integration Engine, to produce an integrated
assessment as the end product.

e The CSM would also receive copies of the assessments, which could be further
used to build out and refine the SME POVs

e A new cycle of RFIs could then be generated.

An example scenario was created to be used as the content basis for experiments in IBAC
Phase 1. IndaSea suggested the scenario include Jemaah Islamiyah and other Islamist
groups. The SMEs then participated in phrasing the scenario. The scenario was “How do
Islamist groups such as Jamaah Islamiyah affect the Indonesia government, Indonesian
President Yudhoyono and Vice President Kalla?”

Following this period, Statements of Work (SOW) were generated based on the plan.
IndaSea worked intensively with the NRL to derive the IndaSea SOW. Additionally,
IndaSea performed exploratory experiments to deconstruct existing SME assessments.

A four-day working conference was hosted at the IndaSea facility in Hawaii starting on
December 11, 2006, attended by representatives of DTRA, NRL, ORNL, and commercial
entities IndaSea and Eigensoft. The main goals of the conference were to evolve and
coordinate the plan for IBAC, to create a pseudo code draft of the CSM API, and to
provide in-depth technology demonstrations of the CSM with Q&A. The deliverables for
IBAC Phase I were redrafted to focus on the first software integration piece, the IBAC
interface to the CSM via the CSM Query API. The group also spent time planning for
future IBAC phases.

The IBAC architecture was diagrammed on white boards. IndaSea captured the white
board information and prepared the schematic represented in Figure A-1, as shown
below. Figure A-1 represents the architecture extended as a multi-year project executed
by the Phase I participants. The top section of the chart shows a classified portion of the
project added in Year 3 hosted by NRL. In keeping with the revised deliverables, other
additions, such as the Analyst (or SME) POV and Actor POV are shown as additions to
the architecture starting in Year 2. Integration reports, rather than the integration engine
itself, are shown as the deliverable for Phase 1.

Figure A-1: Integrated Behavioral Assessment Capability Multi-Year Architecture.
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Status at the Close of the Planning Phase:

The planning phase was successful, and IBAC Phasel began with all participants.

Other Consultative and advisory functions:

IndaSea consulted with NRL to create the best designs for technology integration and
hardware configuration in order to install and run the as-is CSM at the NRL.

Technology assists and transitions anticipated as a result of the plan:

DTRA, working with IndaSea, NRL and ORNL will make use of methods used in
Data Shaping in the Cultural Simulation Modeler (CSM) for Multiple Models for IBAC
Phase I. It is anticipated that a classified version of the CSM will be installed at the NRL
or another facility in future phases. It is anticipated that the IBAC platform will be
transitioned for use in other government agencies during future research phases.

New inventions:

No new inventions or patent discoveries were made during the course of this work.

Appendix A: IBAC Planning Phase Report 25



Appendix B: Formatted Template Questions
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Conflict

Conflict

Conflict
Economy/Trade
Economy/Trade
Economy/Trade
Economy/Trade
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Security
Security
Security
Security
Security
Security
Security
Foreign Policy
Foreign Policy
Foreign Policy
Education

Law

Law
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Power
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Terror

Interest Groups
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Law
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Power

Power
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Religious

Separatist
Anti-West Sentiment
Tourism

Disruption

Growth

Foreign Investments
Imports/Exports
Maritime

Foreign Investments
Islamic Militias
Defense Cooperation
Counter-Terrorism
Border

Alliances
Relationship to West
Relationship to Muslim Countries
Support for GWOT
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Religious Tolerance
Sharia

Jakarta Charter

Balance between Muslim Factions
Strength of Democracy
International Operatives

Training Camps

Jihad

Terror Attacks

Political Parties
Religious Organizations
Moderate Muslims
Islamists

Christians

Secular

Religious Tolerance
Sharia

Jakarta Charter
Religious

Separatist

Anti-West Sentiment
Popularity

Balance between Muslim Factions
Political Party Balance
Tourism
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Country
Country
Country
Country
Country
Country
Country
Country
Country
Country
Country
Country
Country
Country

Appendix B: Formatted Template Questions

Value
Indonesia
Indonesia

Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia

Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia
Indonesia

Key
Individual
Individual

Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group

Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group
Group

Value Key
Pres. Yudhoyono Terror
Pres. Yudhoyono Terror

Jemaah Islamiyah (Interest Groups
Jemaah Islamiyah (Interest Groups
Jemaah Islamiyah (Interest Groups
Jemaah Islamiyah i Interest Groups
Jemaah Islamiyah (Interest Groups
Jemaah Islamiyah (Interest Groups
Jemaah Islamiyah (Interest Groups
Jemaah Islamiyah (Mission
Jemaah Islamiyah (Mission
Jemaah Islamiyah (Mission
Jemaah Islamiyah Mission
Jemaah Islamiyah ( Education
Jemaah Islamiyah (Power

Jemaah Islamiyah ( Power

Jemaah Islamiyah i Power

Jemaah Islamiyah 1 Jihad

Jemaah Islamiyah 1 Jihad

Jemaah Islamiyah 1 Jihad

Islamist Interest Groups
Islamist Interest Groups
Islamist Interest Groups
Islamist Interest Groups
Islamist Interest Groups
Islamist Interest Groups
Islamist Interest Groups
Islamist Mission
Islamist Mission
Islamist Mission
Islamist Mission
Islamist Education
Islamist Power
Islamist Power
Islamist Power
Islamist Jihad
Islamist Jihad
Islamist Jihad

IBAC Phase |

Value
Jihad
Terror Attacks

Religious Organizations
Islamists

Muslim Charities
Criminal Organizations
Islamist Parties

Islamic Militias

Muslims involved in communal conflict
Islamic State

Sharia
Proselytizing/Dakwah
Recruitment
Pesantren/madrassa
Political

Popular Support
Religious
Anti-Government
Anti-Western
Anti-Christian

Religious Organizations
Islamists

Muslim Charities
Criminal Organizations
Islamist Parties

Islamic Militias

Muslims involved in communal conflict
Islamic State

Sharia
Proselytizing/Dakwah
Recruitment
Pesantren/madrassa
Political

Popular Support
Religious
Anti-Government
Anti-Western
Anti-Christian
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